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BRIAN KNIGHTON CHRIS DELIKAT
« RESEARCHER « RESEARCHER

 GHIDRA DEVELOPER « CYBER TEAM LEAD

* lol VULNERABILITY
RESEARCH
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 ABOUT NSA
 ABOUT GHIDRA
« BACKGROUND
 FEATURES

* FRAMEWORK
 OPEN SOURCE
* NEW FEATURES
« METRICS
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* (S)RE - (Software) Reverse Engineering
* VR - Vulnerabillity Research

e Cyber - Cybersecurity

 CNO - Computer Network Operations

e |C - Intelligence Community

* U, Unclass - Unclassified

« NSA/Mission
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GHIDRA is NSA's SRE Framework

In development for ~20 years

Public Release: March 2019 at RSA Conference
Open Source: April 2019

Created as a platform to solve hard cybersecurity
problems
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What's in your binary?”

Needed SRE tool with:
1. Scaling
2. Teaming
3. Extendability
4. Integration
5
o
/

. Workflow
. Undo/Redo
Headless, automated

8  #BHUSA YOBLACK HAT EVENTS
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Why? 1000
* Software everywhere 780
* Growing in size =
H 500
: n
* |ol Event Horizon
250
e Early loT devices
0
e PDA 1931 1995 2000 2005
* Smart(ish) phones YEAR
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(GENERIC

HEexIDECIMAL

I NTEGRATED
DEcomMPILING
REVERSE-ENGINEERING
ARCHITECTURE

D i esa vesiaccsreves
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GENERIC

HexIDECIMAL
4
I NTEGRATED 13/54

DECOMPILING
REVERSE-ENGINEERING
ARCHITECTURE

Q@ Vg —
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FEATURES

QUICK OVERVIEW OF MAJOR FEATURES
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O Ghidra: BlackHat

?:Ie Edlt Project Tools Help ° PrOJeCt WIndOW

Tool Chest

LA e aka Front End

Active Project: BlackHat

v 5 BlackHat
v 7 bin
B

 GHIDRA is project
based

Filter:

iy 1201 View

Running Tools

Workspace
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—— - e * Listing View

undefined FUN_100001ala() ® A NnNnotat | ons

undefined AL:1 <RETURN>
FUN_100001ala XREF[3]:

00001ala 1 .
e —r e [nstructions
100001ale DI, [s_bin/cp_100002b29]

° D 1
100001a25 RST, [s_unix2003_100002b30] a 'a

100001a2c __Stubs::_compat_mode ® C O fT] m e n tS

100001a31 ,qword ptr [->__got::___ stderrp]

100001238 RDI,qword ptr [RCX]=>->__got::___ stderrp
100001a3b , [S_%s_%s_100002c1b]

100001242 >
100001a44 LAB_100001a56
100001246 , [s_usage:_cp_[-R_[-H_|_-L_|_-P]]1_[-_10000:

100001a4d , [s__cp_[-R_[-H_|_-L_|_-P]1]_[-fi_|_-_10000:

ANANANANM ~C A I AD ANNNANA ~LCA
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=+ Function Graph

(10000121 —FUN
undefined FUN_1808@l1ala()
unde fined AL:1
FUN_1828@21ala

«oflala PUSH

..-1alb MOV e

--1ale LEA , [s_bin/cp_108082b23)
«.«1825 LEA , [S_unix28@3_108082b38)
«e182¢ CALL _ stubs::_compat_mode
««1831 MOV ,quord ptr [(—>__got::__..

.1a38 MOV ,qword ptr | J=->_4q..

LEA
TEST
JZ

, [5_%s_%s_180882clb)

LAB_1088@@1a56

¥/ B

L S|1846 LEA , [s_usage:_cp_[R_| -
w184d LEA o s co_[R_[H_|_L_| -

« 1854 JMP  LAB_180801a64

LAB_ 180821456
1856 LEA , [s_usage:_cp_[R_[-H_|..

y s eul v 185¢ LEA o Is_co [R_[H_|_L_| .

100001264 - LA... 5/ ~

LAB_100881a64
« 1864 XOR 9
w1866 CALL Stubs::_fprintf
..1a6b MOV ,0x48
--187@ ALl Stubs: :_exit

100001246 50 M|
-H

100001256 - LAB_100001a56 1" v [ ;4:.

* Displays
functions as
code blocks.
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n:: ecompile: FUN_1000C — ® D e CO m p I | e [

2 |void FUN_100001ala(void)

. s * Sleigh

char xpcVar3;

1 {

Bvarl = _compat_mode("bin/cp","unix2003");
if ((char)Bvarl == 0) {

ir3 = "usage: ¢cp [-R [-H | =L | =P]] [=f | =i | =-n] [-apvXc] () WOrkS for a”
cp [(<R[-H| -L | =P]] [-f | =i | =n] [-apvXc] source_f ' .
processors with Sleigh
Jar3 = "usage: [-R [-H | =L | =P]] [-fi | =-n] [-apvXc]
r2 = "Usaqe EE [-R [-H | -L | -P]] [—fi | —2] [—2S:XE] igt SpeC
_fprintf(x(FILE sk)___ stderrp,"%s\n%s\n",pcvVar3,pcVar2);

/% WARNING: Subroutine does not return x/
_exit(0x40);

2 |3
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4.2.2 - yakju-jdq39-F

o | 4.2.2 - yakju-jdq39-factory-b2ebb5f3.1gz
yakju-jdg39
{5 bootloader-maguro-primelc03.img
flash-all.bat
flash-all.sh
flash-base.sh

e .2 * Allows drilling down into firmware

& boot.img

&) recovery.img
v 5] system.img b u n d | eS
¥ & system.img.raw - - 57f8f4bcabf4655fbf67946fc0f9f25I
v app
» o ApplicationsProvider.apk
ApplicationsProvider.odex

BackupRestoreConfirmation.apk

o * Many formats supported

BasicDreams.odex
Bluetooth.apk
Bluetooth.odex
Books.apk
BrowserGoogle.apk

e far, zip, etc

Calculator.odex

CalendarGoogle.apk
CalendarGoogle.odex
CalendarProvider.apk
CalendarProvider.odex
Certinstaller.apk

Certinstaller.odex
ChromeBookmarksSyncAdapter.apk
ChromeBookmarksSyncAdapter.odex

e e D . D

Filter:
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» Script Manager - 43 scripts (of 238) Oe 4 S

© Scripts
) _NEW_
» [ Analysis

X[ JG =4 X

] Category Modified
Examples-... 02/28/2019

In T... |Status |Name [, | Description ‘Key
external_module_callee.py

e Script

Example of being imported by a G...

) ARM
) Assembly
) Binary
) Cleanup
) CodeAnalysis
) Conversion
» |) CustomerSubm
) Data

external_module_caller.py
FindChangedFunctionsScript.java
FindDataTypeScript.java
FormatExampleScript.java
FormatExampleScriptPy.py
CetAndSetAnalysisOptionsScript.j...
ghidra_basics.py

Example of importing an external ...
An example of how to use Version...
Shows how to find data types by n...

An example using the printf()

An example using the Python strin...
Shows examples of how to get, se...

Examples of basic Chidra scriptin...

Examples-...
Examples-...
Examples
Examples
Examples-...
Examples
Examples-...

02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019

Manager

) Data Types
) DATE
) Demangler
) Demo
I Python
2 version Tra
) FunctionlD
) Functions
) FunctionStartPa

HelloWorldPopupScript.java Writes "Hello World" in a popup di...
Writes "Hello World" to console.
InnerClassScript.java A script that uses inner classes.
Jjython_basics.py Examples of Jython-specific funct...
MakeFuncsAtLabelsScript.java Calculates the percentage of inst...
OpenVersionTrackingSessionScrip... An example of how to open an exi...
OverrideFunctionPrototypesOnAcc... An example of how to use an exis...
PrintStructureScript.java An example script that shows a fe...
= LELP ProgressExampleScript.java Shows how to report progress to t...
) Images python_basics.py Examples of basic Python
) Import RenameProgramsinProjectScript.java Shows how to perform an operatio...
A_imctrnactinsn ReportDisassemblyErrors.java Reports the the number of disasse...

Examples 02/28/2019
Examples 02/28/2019
Examples-... 02/28/2019
Examples-... 02/28/2019
Examples 02/28/2019
Examples-... 02/28/2019
Examples-... 02/28/2019
Examples 02/28/2019
Examples 02/28/2019
Examples-... 02/28/2019
Examples 02/28/2019
Examples 02/28/2019

Ctrl-Shif...

e Supports:
e Java
* Python

Filter: t=] |Filter:

HelloWorldScript.java

Writes "Hello World" to console.

Author:

0 P P w —— L .
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File Edit Analysis Navigation Search Select Tools

Window Help

PR L IDULFRYB-

O ®

H &-=-

& Listing: cp - (1

KD

VEY@CG.LO0BO E

[ Decompile: FUN_100001ala - (cp) %

B2 Function Graph ... | [

100001a2c __Stubs::_comp:

100001a31 ,qword ptr

100001a38
100001a3b

,qword ptr
, [s_%s_%s_1(

100001a42
100001a44 Jz
100001a46 LEA

’
LAB_100001a56
, [s_usage:_¢
100001a4d

LEA »[s_cp_[-R

100001a54 JMP LAB_100001a64
LAB_100001a56

100001a56 LEA , [s_usage: _t
00
100001a5d

LEA , [s__cp_[-R

00

LAB_100001a64
XOR ’
CALL __Stubs::_fprit

100001a64
100001a66
MoV

100001a6b ,0x40

100001a70 __stubs::_exit

void FUN_10000lala(void)

{
BOOL
char xpcVar2;
char xpcV ;

irl = _compat_mode("bin/cp","unix2003");
if ((char) = 0) {
= "usage: cp [-R [-H | =L | =P]1] [-f | -1 | -

cp [-R [-H | -L | -P1] [-f | -i | -n] [-apw»

“"usage: cp [-R [-H | -L | -P]]
=" cp [-R [-H | -L | -P]1]

[-fi | -n] |

[-fi | -n] |

}

_fprintf(*(FILE %x)___ stderrp,"%s\n%s\n", , :
/* WARNING: Subroutine does not rett

_exit(0x40);

100001ala - FUN_100001ala

undefined FUN_180@8lala()
unde f A

«.1ala PUSH
--1alb MOV
--1ale LEA
«.1825 LEA
«182¢ CALL
««1831 MOV
..-1a38 MOV
«.183b LEA
««1842 TEST
««1844 JZ

LStubs::_compat

Jquord ptr [

LAS_188081a56

100001264 - LA... &

ined AL:1
FUN_192@281ala

>

, [s_bin/cp_108082029)
, [5_unix22@3_102002030)

rode

,quord ptr [>__goti: ..

[

o [s_%s_%s_180882c1b)

HT S

lll‘ﬁ 50

1846 LEA , [s_usage:_cp_[-R_[-H_|...
w184d LEA o [s__co [R_[H_|_L_| -
1854 I LAB_18PB@1a64

100001256 - LAB_100001a56 ' v []
LAB 1808081456
1856 LEA , [s_usage:_cop_[-R_[-H_|...

¥/ 1850 LEA o [s__co [R_[H_|_L_| -

v

LAB 1008001864

w1864 XOR
w1866 CALL
.. 1abb MOV
--1a7@ A

Stubs::

fprintf

100001a54

FUN_100001ala

JMP 0x100001a64

* All windows track selection and location changes
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 Assembler

 Bookmarks

* Byte Viewer (Hex Editor)

 Data Type Manager

* Entropy

* Navigation

e Searching (bytes, strings, comments)
* Version Iracking

e Version Control (Multi-user)

 And more!
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CODE BASE

QUICK OVERVIEW OF CODE BASE AND FRAMEWORK
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Main Components

1. FRAMEWORK
* Generic GUIl and Storage

2. FEATURES
 SRE Focused Plugins and Scripts

3. PROCESSORS
e Definitions of architectures and platforms
* Disassembler and Decompiler

Implementation of Design Requirements

m #BHUSA YE@BLACK HAT EVENTS
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* (3ENETIC | and Storage
2. FEATURES
 SRE Focused Plugins and Scripts
3. PROCESSORS
e Definitions of architectures and platforms
* Disassembler and Decompiler

Implementation of Design Requirements
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Main Components:

DB

Model

Software Modeling
Plugins

Docking Windows

ok~

m #BHUSA YE@BLACK HAT EVENTS
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1. DB
* Custom database to hold Domain Object data
* Tables, Rows, Cols
* Defined in package
e db.”
e Created to support
» Undo/Redo
e Version Control (Multi-User)

m #BHUSA YE@BLACK HAT EVENTS
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2. MODEL
e Data stored within the project
e Project
 Domain Folder
 Domain File
 Domain Object
* |mplementations supported:
* Program
 Data Type Archive
* Version Tracking Session

'@ Ghidra: MyProject —
File Edit Project Tools Help
Tool Chest

% ¢

Active Project: MyProject
- E‘/ MyProject
-7 MyDataArchives
ﬁ MyDataArchive
- b MyPrograms
=] MyProgram.exe
=] MyProgram 2.exe
=8 MyVersionTrackingSessions
08 yTsession

’Filter:

Tree View Table View

Running Tools

%g Workspace

bpened project: MyProject

#BHUSA YE@BLACK HAT EVENTS
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3. SOFTWARE MODELING
* Classes to represent a Program
* Program

* Memory
 Memory Blocks, Bytes
e Symbol Table
 Symbols
* Listing
* |nstructions, Data
 Bookmark Manager
 Bookmarks

m #BHUSA YE@BLACK HAT EVENTS
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4. PLUGINS
* Extends "Plugin” base class
 Produces and Consumes
* Events (PluginEvent)
e Selections, Locations
e Services
* (Goto, Program Manager
 Creates
e Menu and button actions
 GUI components

RA
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5. DOCKING WINDOWS
* Customized Java GUI components
 Glree, GTable

* Improved TableModel and TreeModel
* Generic Threaded Loading, Sorting, Filtering

e Uniform Look-and-Feel

 Overcome Java Swing limitations, issues, and
general wonkiness

m #BHUSA YE@BLACK HAT EVENTS
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» Script Manager - 43 scripts (of 238) oe e
© scripts

K= [J% = X
Modified

InT... \Status )Name =, Description ‘Key ‘Category

I

) _NEW_

) Analysis

) ARM

) Assembly
) Binary

) Cleanup

) CodeAnalysis
) Conversion

- | CustomerSubm

[ Data
) Data Types
) DATE

) Demangler
) Demo
I Python
I Version Tra
) FunctionlD
) Functions
) FunctionStartPa
_) HELP
) Images
) Import

external_module_callee.py
external_module_caller.py
FindChangedFunctionsScript.java
FindDataTypeScript.java
FormatExampleScript.java
FormatExampleScriptPy.py
CetAndSetAnalysisOptionsScript.j...
ghidra_basics.py
HelloWorldPopupScript.java

InnerClassScript.java
jython_basics.py
MakeFuncsAtLabelsScript.java

OpenVersionTrackingSessionScrip...
OverrideFunctionPrototypesOnAcc...

PrintStructureScript.java
ProgressExampleScript.java
python_basics.py

RenameProgramsinProjectScript.java

ReportDisassemblyErrors.java

Example of being imported by a GC...

Example of importing an external ...
An example of how to use Version...
Shows how to find data types by n...

An example using the printf()

An example using the Python strin...
Shows examples of how to get, se...

Examples of basic Ghidra scriptin...
Writes "Hello World" in a popup di...

HelloWorldScript.java Writes "Hello World" to console.

A script that uses inner classes.

Examples of Jython-specific funct...
Calculates the percentage of inst...
An example of how to open an exi...

An example of how to use an exis...

An example script that shows a fe...
Shows how to report progress to t...

Examples of basic Python

Shows how to perform an operatio...
Reports the the number of disasse...

Examples-...
Examples-...
Examples-...
Examples
Examples
Examples-...
Examples
Examples-...
Examples

Ctrl-Shif... Examples

Examples-...
Examples-...
Examples
Examples-...
Examples-...
Examples
Examples
Examples-...
Examples
Examples

02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019

HelloWorldScript.java

Writes "Hello World" to console.

Author:

o Py VN - JEPRES, TN
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> (>
© scripts 4 ‘ . ‘ Key
) _NEW_

4 S

{ Category

K= [J% = X
Modified ‘

) Analysis

) ARM

) Assembly
) Binary

) Cleanup

) CodeAnalysis
) Conversion

» | CustomerSubm

D Data
) Data Types
) DATE

) Demangler
) Demo
I Python
I Version Tra
) FunctionlD
) Functions
) FunctionStartPa
) HELP
) Images
) Import

external_module_callee.py

e — - -
FindChangedFunctionsScript.java
FindDataTypeScript.java
FormatExampleScript.java
FormatExampleScriptPy.py

CetAndSetAnalysisOptionsScript.j...

ghidra_basics.py
HelloWorldPopupScript.java

InnerClassScript.java
jython_basics.py
MakeFuncsAtLabelsScript.java

OpenVersionTrackingSessionScrip...
OverrideFunctionPrototypesOnAcc...

PrintStructureScript.java
ProgressExampleScript.java
python_basics.py

RenameProgramsinProjectScript.java

ReportDisassemb

ple of being imported by a C...
Example of importing an external ...
An example of how to use Version...
Shows how to find data types by n...

An example using the printf()

An example using the Python strin...
Shows examples of how to get, se...

Examples of basic Ghidra scriptin...
Writes "Hello World" in a popup di...

m HelloWorldScript.java Writes "Hello World" to console.

A script that uses inner classes.

Examples of Jython-specific funct...
Calculates the percentage of inst...
An example of how to open an exi...

An example of how to use an exis...

An example script that shows a fe...

Shows how to report progress to t...
Examples of basic Python

Shows how to perform an operatio...
Reports the the number of disasse...

Examples-...
Examples-...
Examples-...
Examples
Examples
Examples-...
Examples
Examples-...
Examples

Ctrl-Shif... Examples

Examples-...
Examples-...
Examples
Examples-...
Examples-...
Examples
Examples
Examples-...
Examples
Examples

02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/28/2019
02/254201°

HelloWorldScript.java

Writes "Hello World" to console.

Author:

o Py VN - JEPRES, TN

DRA

Table Filtering

Filter Settings
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e Early 2000’s ... Java was hot ® Java @ C++ © Other
e Tried C++

e Platform independent

 Dynamically load classes

* Plugins, scripts, and other

-xtension points

e Restart not required

 Memory management (minimal)

File Types

34  #BHUSA Y@BLACKHAT EVENTS
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OPEN SOURCE

THE PROCESS
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VERSION YEAR MAJOR FEATURES

1.X 2003 Classified version, Proof-of-concept, Framework
2. X 2004 DB, Docking Windows

3.X 2006 Sleigh, Decompiler, Version Control

4.X 2007 Scripting, Version Tracking

5.X 2010 File System Browser

0.X 2014 Unclassified version

/. X, 8.X 2015, 2016 Features, Improvements, Bug Fixes

9.X 2019 PUBLIC version (March 5 at RSA conference)

m #BHUSA Y@BLACKHAT EVENTS
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Executive Order 13691
Promoting Private Sector Cybersecurity Sharing

Organizations engaged in the sharing of information related
to cybersecurity risks and incidents play an invaluable role In
the collective cybersecurity of the United States. The
purpose of this order is to:

 Encourage the voluntary formation of such organizations

e Establish mechanisms to improve their capabillities and
functions

* Enable voluntary partnering with the Federal Government

m #BHUSA YE@BLACK HAT EVENTS

RA



1

blackhat

USA 2013

Federal Open Source Policy
sourcecode.cio.gov
code.gov

States that: “...challenges may result in duplicative
acquisitions for substantially similar code and an
inefticient use of taxpayer dollars. This policy seeks to
address these challenges by ensuring that new
custom-developed Federal source code be made
broadly available for reuse across the Federal
Government”.

m #BHUSA YE@BLACK HAT EVENTS
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* Prepublication review of each line of text
e 2 people per line
 Code, HTML, Build Scripts, etc.
* Jook awhile
* Redesign build process
 Make more open source centric
o Stand up infrastructure
 Huge Team Effort
 Ghidra Team, PAO, OGC, Security

m #BHUSA YE@BLACK HAT EVENTS
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GHIDRA source code pushed to GitHub on April 5,
2019

BENEFITS

1. Cybersecurity is global issue
2. Collaboration

3. GHIDRA in college, school
4. NSA Recruitment!

#BHUSA YE@BLACK HAT EVENTS
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e 9.1
* Additional Processor Modules
 Data Type Bit Fields
e SysCalls
e Sleigh Editor

e Future
* Android OAT/ART Support
 Debugger (Alpha)

* External Engagements

 Bug Fixes

m #BHUSA YE@BLACK HAT EVENTS
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e 9.1
* Additional Processor Modules
 Data Type Bit Fields
e SysCalls
e Sleigh Editor
* Future
* Debugger (Alpha) %
« External Engagements Let’s talk more about this
 Bug Fixes

m #BHUSA YE@BLACK HAT EVENTS

ODRA



1

blackhat

USA 2013

e Current Format Support:
 dex - Dalvik VM EXecutable
e odex - Optimized Dalvik VM EXecutable

 New Format Support:
 pbootldr - Boot Loader binaries
* odex - Natively Compiled (ELF)
* oat - Ahead-Of-Time Compiled DEX
e art - Android Run-Time
e vdex, cdex

e OS Versions Supported: Lollipop (5.x) - Pie (9.x)

m #BHUSA YE@BLACK HAT EVENTS
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* GFilesystem to open < TGE
Android Boot Loader
format

* Displays contents within]| -
the "File System T VAT

" flash-all.sh
B rOWS e r - flash-base.sh
-+ image-hammerhead-mra58k.zip
. android-info.txt
|{—jl bootimg
&) cache.img
§&) recoveryimg
+- |53 system.img
- lig] userdata.img
-[§&) radio-hammerhead-m8974a-2.0.50.2.27.img

#BHUSA YE@BLACK HAT EVENTS
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B8/ Listing: LiveWallpapersPicker.odex
|> LiveWallpapersPicker.odex Sgl

.rodata:00011000 [6£
.rodata:00011001 61
.rodata:00011002 74
.rodata:00011003 Oa
.rodata:00011004
.rodata:00011005
.rodata:000110086
.rodata:00011007
.rodata:00011008
.rodata:00011009
.rodata:0001100a
.rodata:0001100b
.rodata:0001100c
.rodata:0001100d
.rodata:0001100e
.rodata:0001100f
.rodata:00011010
.rodata:00011011
.rodata:00011012
.rodata:00011013
.rodata:00011014
.rodata:00011015
.rodata:00011016
.rodata:00011017
.rodata:00011018
.rodata:00011019
.rodata:0001101=a
.rodata:0001101b
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#& Listing: LiveWallpapersPicker.odex

B .rodata:00011000 OatHeader Mar...
74 0Oa
30 36 ..
..00011000 6f 61 74 Oads "oat\n" magic
...00011004
...00011008
...0001100c
...00011010
...00011014
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...0001101c
...00011020
...00011024
...00011028
...0001102¢
...00011030
...00011034
...00011038
...0001103c¢
...00011040
...00011044
...0001104s8
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00ddw Oh quick _generic_jni_ trampoline o..

o
o

00ddw Oh quick_imt conflict trampoline ..
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XREF[3]: Entry Point (¥*),

0001007c(*),

_elfSectionHeaders: :00.
: 00019000
:00019001
: 00015002
: 00015003
: 00019004
:00019005
: 00015006
: 00015007
: 00019008
: 00015009
:0001900a
:0001500b
:0001%800c¢
: 00019004
:0001900e
:0001900£
: 00018010
: 00019011
: 00019012
: 00019013
: 00015014
: 00019015
: 00019016
:00019017
: 00015018
:0001%9015%
00019014
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XREF[4]: Entry Point (¥*),

.text:00015000 00 0O OatQuickMetho...

00 00

36 1d ..
...00015000 00 00ddw mapping table offset
...00015004 )0 00ddw )3 vmap table offset
...00015008 00 00 00 0OOddw Oh gc _map offset
...0001900c 20 00 00 Quick... frame info

..00019018 )0 00 00ddw 3ah code size

undefined <init> ()

undefined ) = <RETURN>

undefined4 local 18

undefined4

undefined4
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Downloads: GitHub:

e 9.0.0:302k e Stars: 16,518

e 90.1: 306k e Forks : 2,076

e 9.0.2: 102k e Watchers: 712

e 9.0.4 : obk e |ssues: 690
* 290 open

* \Video Views: 761k * Pull Requests: 139
e 29 open

As of ~22 July
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* Bugs
* Please report.
 Provide
e Source code
* Relevant bytes from the binary
o Stack trace(s)
* Please don't send copyrighted binaries.
* Improvements
* New Features

e Thanks to all those who contributed!
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 GHIDRA Team is only on GitHub
 Not on Twitter, etc

e @NSAGov on Twitter announces new releases

 NSA Public Affairs Office (PAQO)
* mediarelations@nsa.gov
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e Software
* ghidra-sre.org

e Source Code
» github.com/NationalSecurityAgency/ghidra

e All other sites are not official.
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Thank you!
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